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DIPLOMA IN CYBER LAW (DCL)  

 

I. OBJECTIVES  

1. To provide the candidates with comprehensive and up-to-date knowledge of cyber 
law  
2. To provide the candidates in depth knowledge of Information Technology Act.  
3. To introduce the candidates with the recent development in the field of cyber law 
related to right to privacy, data Protection etc.  
4. To make aware the candidates the about types of cyber crime and its impact.  

 

II. Teaching Learning Methods:  
 

The teaching methodology suggested for this course is clinical/ practical approach to 
make the students aware of all conceptual aspect and technicalities along with theoretical 
knowledge through Lecture method, group discussion and interactive sessions of learning is 
the best method of teaching and learning of this subject. So also visit to Forensic Lab/ Police 
station etc. 
 

III. DURATION OF THE COURSE:  

The duration of the course is one year, Annual pattern, Part Time Diploma  

Medium of Instruction: - English  

 

IV. INTAKE OF STUDENTS :     60  

 

V. ELIGIBILITY FOR ADMISSION:  

Every candidate seeking admission to the Diploma in Cyber Law Course, should have passed 
with 45 % marks (Open Category), 42 % marks (OBC Category) and 40 % marks (SC / ST 
Category) in 12th or equivalent examination from any faculty from Examining Body 
recognized by this University.  

 

VI. STRUCTURE OF THE COURSE:  

The Course shall be of Annual and 70 – 30 pattern 

Teaching Workload 4 Lectures per paper per week The examination shall be conducted once 
in a year i.e. in March / April only.  
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There shall be three papers having 70 Marks each ----- 

  Paper I  --- General English   

Paper II --- Concept of Cyber Space, E-Commerce & E-Governance   

Paper III --- Information Technology Act, 2000  

 

VII.  -- Evaluation methods: Theory Examination – 70 Marks 

             Internal Assessment:  
                                      Assignment / Project Work / Presentation         :   20 Marks 

                                      Viva Voce College Level                                   :  10 Marks 
                                                                                           -------------------- 

                                                                                              30 Marks 
                                                     -------------------- 

The internal examination of viva voce for each paper for 10 marks shall be conducted at 
college level.  

Total Marks = Theory 70 Marks + Internal Assessment 30 Marks = 100 Marks  

 

VIII.  NATURE OF THE EXAMINATION AND STANDARD OF PASSING:  

i) All the Question Papers of Diploma in Cyber Law shall be of 70 marks consists of 
total six questions carrying 15 marks each, out of which a student can opt any 
four. The seventh question shall be mandatory consisting of four short notes 
out of which the students have to opt any 2 out of 5 marks each.  

ii) Medium of instruction shall be English.  
iii) The written examination will be of 3 hours duration for each paper.  

 
a) Duration of Examination for each theory paper - The duration of Semester 

Examination for each theory paper of 70 marks shall be of three hours. 

b) Standard of passing- The Standard of passing shall be minimum 35 in each 
paper both theory (25 marks) + internal assessment (10 marks). 
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c) Division of Class shall be as under –  
 

Percentage of Marks                             Division of Class  

Less than 35%                                             Fail  

35% but less than 45%                                Pass Class  

45% but less than 60%                                Second Class  

60% but less than 70%                                First Class  

More than 70%                                            First Class with Distinction  
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Model Question Paper Format for each Paper ---- 

 
Diploma in Cyber Law Examination, March/April  

General English  (Paper – I) 
Subject Code: _____ 

 

Day &Date:____      Total Marks: 70 
Time:______ 
 
Instructions: 

1. Attempt any FOUR questions from Q. No. 1 to 6. 
2. Q. No. 7  is compulsory. 
3. Figures to the right indicate full marks. 

 ________________________________________________________________________ 

 Q.1. ____________________________________________  (15) 

 Q.2. __________________________________________  (15) 

 Q.3. __________________________________________  (15) 

 Q.4. __________________________________________  (15) 

 Q.5. ____________________________________________  (15) 

 Q.6. ____________________________________________  (15) 

  

 Q.7. Write short notes (Any TWO): 2 x 5    (10) 

   a) __________________ 

   b) __________________ 

   c) __________________ 

   d) __________________ 

 

-------******------- 
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SYLLABUS 

Paper – I  
GENERAL ENGLISH   

 

UNIT I :  Reading Comprehension Skills 
1.1 Reading of related texts for developing reading skill 
1.2  Developing fluency in reading comprehension 
1.3  Develop different vocabulary skills 

 
UNIT II : Grammar and Usage 

2.1Varities of Sentence structures and verb patterns   
2.2 Tense and concord 
2.3 Framing questions (Why , yes-no , negative interrogative , question tags) 

 
UNIT III :   Grammar and usage 

3.1 Types of sentences (statements, exclamatory , questions , imperative) 
3.2 Some common errors ( Articles , Tenses, Parts of speech) 

         3.3 Simple, compound, complex sentences 
 
UNIT IV :  Transformation of Sentences  

4.1 Reported speech 
4.2 Active and passive voice 
4.3 Degrees of comparison 
4.5 Affirmative and negative sentences 
4.6 Conditional sentences 

 
UNIT V :  Written Communication  

5.1. Letter writing  
(Notice, Application, Complaints, Apology, Rejection, Recommendation etc) 
5.2.  Essay Writing  
5.3  Report Writing 

 
UNIT VI :  Vocabulary skills 

6.1Latin phrases and their meaning 
6.2 Idioms and Phrases 

 
UNIT VII :  Communication Skills 

7.1 Significance of communication skills – Listening, speaking, reading, writing 
(introductory) 
7.2  E – communication (formal E – mail and blog writing) 

 
UNIT VIII : Study Skills 

8.1 Précis writing 
8.3 Translation of a passage from Marathi to English or Vice versa  
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Recommended Readings: 
1. Wren and Martin :  English Grammar and Composition 
2. Rajendra Pal and Prem Lata Suri :  English Grammar and composition 
3. R. N. Goel :  A Complete Guide to Idioms and phrases 
4. Prin. R. A. Kulkarni :  English for Competitive Examinations 
5. M. Sankhey :  Excellence in English (Through grammar and conversation) 
6. Krishna Mohan and Meenakshi Raman :  Effective English Communication 
7. R. P. Sinha  :  Current English Grammar and Usage with composition 
8. S.P Bakshi :Objective General English  
9. S.C. Gupta : English Grammar & Composition  

     10. Raymond Murphy: English Grammar in Use  
 

******************* 

Paper – II 

CYBER OFFENCES   

UNIT I –  

1) Introduction about the concept of cyberspace  
2) Impact of Information Technology in society  

 
 

UNIT II –  

Concept of E-Commerce Information technology and cyber offences  

 

UNIT III –  

1) Freedom of speech in cyberspace  
2) Right to privacy in cyberspace  

 

UNIT IV –  

1) Concept of data in cyberspace  
2) Right to protection of data  

 

UNIT V –  

E-Governance Cyber Space and Social Media  

UNIT VI –  

1) Cyber Defamation  
2) Different types of civil offences under the IT Act, 2000  
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UNIT VII –  

1) Copyright and software piracy  
2) Trademarks and patent issues in cyberspace  

 

UNIT VIII –  

1) Impact of social media in society  
2) Social media and cyber crime  

 

Reference : 

1)  Burkha & U. Rama Mohan Cyber Law and Crimes, Asia Law House  
2)  Jain N. C. – The War against Cyber Crimes, Allahabad Law Agency 
3)  Dr. Farooq AhmedCyber Law in India (Law on Internet), Pioneer Books 
4)  Justice Yatindra Sing- Cyber Laws, Universal Law Publishing Co. 
5)  Prof. Shilpa S. Dongare -Cyber Law and its Application, Current Publications. 
 

******************************** 

Paper III 

INFORMATION TECHNOLOGY ACT, 2000   

UNIT I –  

1) The UNCITRAL Model Law on Electronic Commerce  
2) Salient features of the  Information Technology Act, 2000  

 

UNIT II –  

1) Jurisdiction issues in cyberspace  
2) Concept of extraterritorial jurisdiction  

 

UNIT III –  

1) Electronic Record  
2) E-Governance 

 

UNIT IV –  

1) Controller of Certifying Authorities  
2) Cyber Appellate Tribunal  
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UNIT V –  

1) Investigation officer Indian  
2) Computer Emergency Response Team 

 

UNIT VI –  

E- Contracts Digital signature/electronic signature  

 

UNIT VII –  

1) Concept of e-commerce  
2) Types of e-commerce  

 

UNIT VIII – 

 1)  Amendments to Indian Penal Code, 

             2) Amendments to Indian Evidence Act.  

             3) Amendments to Bankers Book Evidence Act, Amendments to Reserve Bank of  
                 India Act. 

 

 

Reference : 

1)  Information Technology Act, - Bare Act, Professionals Publication. 
2)  Dr. Sujata Pawar & Prof. Y. P. Kolekar - Essentials of Information Technology Law,   
     Notion Press 
 

************************ 


